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Users are unjustly blocked when IP addresses are shared using NAT.
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Usage and Perception of Blocklists
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• Surveyed 40 network operators to understand usage of blocklists and 
their anecdotal experiences on blocklisting reused addresses. 
• Blocklists are commonly used and used for active defense:
• 70% of operators used blocklists and 60% of them use blocklists to directly 

block traffic.

• Blocklists can have inaccuracies due to reused addresses:
• About 56--76% of operators feel inaccuracies in blocklists due to reused 

addresses.
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Quantifying the Impact of Blocklisting

• Accurately identifying reused addresses. 
• Two techniques using a BitTorrent DHT crawler and RIPE atlas measurement 

logs.

• Identifying blocklists that list such reused addresses.
• 151 publicly available blocklists used for detecting variety of malicious users.

• Quantifying the impact of blocking reused addresses.
• Impact on the number of addresses potentially affected due to blocking 

reused addresses.
• Survey of network operators that use blocklists.
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Detecting Reused NATed addresses

• We use the BitTorrent Network to identify users that are allocated the 
same IP address. 
• The BitTorrent protocol allows two messages that helps us identify 

NATted users accurately. 
• get_nodes: Returns a list of active neighbors to a node.
• bt_ping: Periodically pings active neighbors. 

• The protocol mandates all BitTorrent users to reply to these 
messages.  

25



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

26

Using get_node
messages.



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

27

Using get_node
messages.



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

2x
bt_ping

2x
bt_ping

28

Check active 
users.



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

1x
reply

2x
reply

29

Stale Port. 
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different port 
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address.



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

30



Detecting NATed addresses

Crawler

Port: 2215,
12281

Port: 155,
1821

Port: 6681

IP 1

IP 2

IP 3

31

get_nodes allows to identify IP addresses with multiple port numbers. bt_ping verifies if 
users with different port numbers are active. 



Discovered NATed addresses
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• 48.7M IP addresses that use 
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Detecting Dynamic Addresses

RIPE Probe
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Quantifying Impact with Blocklists

• We use the BLAG dataset that actively maintains blocklisted
addresses from public blocklists. 
• 151 blocklists that monitor variety of attacks including Spam, DDoS, 

malware hosting or reputation of IP addresses. 
• Monitoring period of 83 days over two measurement periods:
• Aug 2019 – Sep 2019
• Mar 2020 – May 2020

• Observed 2.2M blocklisted IP addresses. 
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How many Blocklists list reused addresses?
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NATed Addresses Dynamic Addresses

61 blocklists have 
no NATed reused 
addresses.

72 blocklists have 
no dynamic reused 
addresses.
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NATed Addresses Dynamic Addresses

Top 10 blocklists 
contribute to 72% 
of all dynamically 
allocated reused 
addresses.

Top 10 blocklists 
contribute to 65% 
of all NATed reused 
addresses.
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NATed Addresses Dynamic Addresses

Our technique is 
comparable to 
existing 
reproducible 
technique.



How long are reused addreses in Blocklists?
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• Reused addresses are removed 
faster than other addresses (3—
9 days).
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dynamically allocated addresses 
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How many users are affected?
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• Some IP addresses impact many 
more users, affecting as many as 
78 users. 
• Many IP addresses have only 

two active users (68.5%)
• 98% of IP addresses have less 

than 10 active users.
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Making Blocklists Better

• We make our datasets public to improve blocklists.
• Network Operators:
• Can use our list to treat reused addresses differently using techniques such as 

greylisting.

• Blocklist Maintainers:
• Improve blocklist accuracies by monitoring these reused addresses. 

• Other services:
• Use to deploy warnings to end users that access services from reused blocked 

addresses.
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Limitations

• Detecting NAT
• Detects reused addresses only for BitTorrent users 
• IP addresses that have more than two active users. 
• Some ISPs may block BitTorrent traffic. 

• Detecting dynamic addresses
• Limited only to IP prefixes that have deployed RIPE probes.
• Miss IP addresses that have been allocated to different ASes of the same ISP.
• Incorrect boundary detection of IP prefix.
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Conclusion

• We propose two techniques of identifying reused addresses in 
blocklists.
• We detect reused addresses in 151 publicly available blocklists and 

find as many as 60% of blocklists that have listed atleast one reused 
address.
• Our NAT detection technique has found reused address in blocklists 

that have affected 78 users. 
• Our datasets are public: 
• https://steel.isi.edu/members/sivaram/blocklisting_impact/
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Thank You! Questions?

All detected reused addresses are present in:
https://steel.isi.edu/members/sivaram/blocklisting_impact/

All monitored blocklists are available at:
https://steel.isi.edu/Projects/BLAG/
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