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TCP performance diagnosis is important
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Why diagnosing TCP is hard?
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TCP is complex!
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TCP is complex!

• Unexpected interactions between diff components
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Congestion control

Loss recovery

Send buffer manager

Socket call manager

ACK
processor

Packet
generator

Sender

Timer manager

Send window manager

Pacing rate manager

Nagle test
TSO

Congestion control

Packet
processor

ACK
generator

Recv buffer manager

Attack mitigation

Socket call manager

Delayed ACK manager

Receiver

Recv window manager

Sender

Receiver

Ignore the packet

No response

Send window manager

Attack mitigation



!"#$%&$'()*+,-.

Congestion control

Loss recovery

Send buffer manager

Socket call manager

ACK
processor

Packet
generator

Sender

Timer manager

Send window manager

Pacing rate manager

Nagle test

TSO

Congestion control

Packet
processor

ACK
generator

Recv buffer manager

Attack mitigation

Socket call manager

Delayed ACK manager

Receiver

Recv window manager

! Unexpected interactions between diff components

! 63 parameters in Linux TCP that tune the behaviors of diff components

! Continuous error-prone development:
! 16 bugs found in July & Aug of 2018 in Linux TCP
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Tcpdump
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DETER overview
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DETER 
Recorder

Runtime Replay

10.0.0.1:80->20.0.0.1:1234 
has long latency

10.0.0.1:80 -> 20.0.0.1:1234
DETER 

Replayer

Lightweight record
Run continuously
On all hosts

Deterministic replay
Capture packets/counters
Trace executions
Iterative diagnosis

Tcpdump

TCP Probe

20.0.0.1:1234 -> 10.0.0.1:80

× N
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Lightweight record Deterministic replay



Intuition for being lightweight
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TCPsock
call TCP sock

call

Lightweight record Deterministic replayFAIL!

Record socket calls Automatically generate packets
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kernel
TCPsock

call kernel
TCP sock

call

kernel
TCPsock

call kernel
TCP sock

call

kernel
TCPsock

call kernel
TCP sock

call

!"#$%&'()*+,(*&'-$
! Identifying the minimum set of data that enables deterministic replay

./&$%0122"'3"4-
! Network wide: non-deterministic interactions across switches and TCP
! On host: non-determinisms within the kernel

Butterfly effect
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! The !"#$%&'"##('between TCP and switches amplifies small noises
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kernel
TCPsock

call kernel
TCP sock

call

kernel
TCPsock

call kernel
TCP sock

call

kernel
TCPsock

call kernel
TCP sock

call

TCP TCP

TCP TCP

TCP TCP



Challenge 1: butterfly effect
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enqueue

drop

drop

enqueue
Cong_win/=2

Cong_win++ Cong_win/=2

Cong_win++

Sending time variation Switch action variation

TCP behavior variation
Runtime Replay

1 us late

µs-level:
Clock drift, context switching, 
kernel scheduling, cache state

TCP
sock
call

TCP
sock
call

TCP
sock
call
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sock
call
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! Run the same experiment in simulation, while controlling the sending 
time variation, from 0 to 1000ns
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Sending time variation Switch action variation

TCP behavior variation
Butterfly effect

Even 1ns variation still cause butterfly effect

What if we reduce it?

Reducing sending time variation 
cannot eliminate butterfly effect
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Sending time variation Switch action variation

TCP behavior variation
Butterfly effect

TCPTCP sock
call

sock
call TCPTCPsock
call

sock
callTCPsock

call TCP sock
call

Record&replay
Record&replay

Butterfly effect



Challenge 1: butterfly effect
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! Directly borrow classic kernel replay techniques?

TCPTCP sock
call

sock
call TCPTCPsock
call

sock
callTCPsock

call TCP sock
call

Record&replay
Record&replay

High overhead
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Challenge 1: butterfly effect

• Directly borrow classic kernel replay techniques?
• Solution: record&replay !"#$%&'(&)%"*'*+&"&,-.(
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Runtime

TCPTCP sock
call

sock
call TCPTCPsock
call

sock
callTCPsock

call TCP sock
call

Replay

TCPTCP sock
call

sock
call TCPTCPsock
call

sock
callTCPsock

call TCP sock
call

Record 
mutations

Record 
mutations

Drops, ECN, reordering, etc. Drops, ECN, reordering, etc.

Replay 
mutations

Replay 
mutations
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! Solution: record&replay !"#$%&'(&)%"*'*+&"&,-.(
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TCPsock
call TCP sock

callReplay 
mutations

Replay 
mutations

TCPsock
call TCP sock

callRecord 
mutations

Record 
mutations

Drop:
Drop

4

54321
Drop

54321

Runtime

Replay

Only record on hosts

IP_ID is consecutive
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! Other handler function calls (e.g., OS timer calls timeout handler)

! Thread scheduling

! Order of lock acquisitions of diff threads

! Reading kernel variables (e.g., jiffies)
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kernel

TCP

sock

call

Record

mutations

timer

Sockcall hdl

Timeout hdl

Pkt hdl

lock

jiffies

Runtime

DETER

lock

kernel

TCP

sock

call

Replay

mutations

Hdl caller

Sockcall hdl

Timeout hdl

Pkt hdl

Replay

DETER

lock

Read_jiffies Read_jiffies

Very few

10s of consecutive locks by the same thread, compress a lot

Value changes infrequently, only record new values

Correct input to TCP

! Normally race conditions are expensive to record and replay

! But TCP uses one lock per connection to prevent race conditions

! So we record & replay the order of lock acquisitions of diff threads



Implementation
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An RTO problem in testbed 
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An RTO problem in testbed 
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1
2
3
4
5

3

3

16ms

32ms

4
5

Diagnosis Info:
! 2 RTO
! Exponential backoff

Sender Receiver

Why the receiver 
doesn’t ACK?
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! An RPC application running empirical DC traffic on 20 servers (4 cores 
each) on EC2, 280K requests
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Late Fast Retransmission: fast retransmit after 10s of dupACKs.
- The threshold for dupACK increases, from 3 to 45.
- Due to reordering in the past
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! We can diagnose many other problems in the TCP stack
! RTO caused by diff reasons: small messages, misconfiguration of recv buf size

! We can also diagnose problems in the switches
! Because we have traces, we can push packets into the network
! In simulation (requires modeling switch data plane accurately)
! Case study: A temporary blackhole caused by switch buffer sharing
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Conclusion
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